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Multi-Layered Technology Overview 

 
 
 
Vircom’s Modus3 technology is the only layered solution using multiple filtering technologies to 
identify, classify and manage spam messages.  
 
After years of research and development, Vircom has developed a software infrastructure that 
capitalizes on the best of script, heuristic and statistic technologies to efficiently and reliably 
intercept and classify undesirable email without interfering with the normal flow of legitimate 
messages. 
 
Use case – an example of what happens to email filtered by Modus3 
 
An email comes in from the Internet. Before even arriving into your corporate system, it is 
checked by an 8-layer pre-protection that detects the basic forms of spam and malformed 
messages:  
 

• The Protocol filter recognizes known header patterns and bounces them out automatically, without requiring 
any system resources.  

 
• The SMTP Security automatically scans the sender’s information in search of accepted or rejected address 

patterns. 
 

• The Mail Relay is a configurable IP-based authorization system that lets you control who can and cannot relay 
email on your corporate server. 

 
• The Block Scan Attack layer counts the volume of transactions coming from a single source and either blocks 

or progressively slows the e-mail exchange process, thus making the server counter-productive to any 
spammer. 

 
• The Reverse DNS Lookup sends a request to the sender’s domain IP address before it accepts any e-mail. If 

the IP returns a negative check, the e-mail is bounced. 
 

• The Real-Time Blacklists (or blackholes) layer compares the sender’s name to different spammer blacklists 
and blocks any e-mail processed by a blacklisted sender. This is an optional feature that can be set according 
to your corporate policies. 

 
• The Connection Limit prevents a user (an IP address) to perform simultaneous operations in the server. 

 
• The Block Connections layer is a configurable filter that blocks specific IP addresses or domain names from 

sending e-mail. 
 
 
After these first 8 checks, email is rejected or accepted for treatment. If it is accepted, it is 
checked for Forbidden Attachments. This features comes with an out-of-the-box forbidden file 
extension list, but can be customized at the network, domain or user levels. Modus3 features a 
powerful inner file scanner that goes beyond the mere file extension and actually verifies the 
contents of the file to make sure it matches its extension. 
 
The email is then scanned by the Anti-Virus engine, either from Norman Data Defense© or from 
McAfee©. The anti-virus layer is automatically updated, 24/7, ensuring an optimal protection 
against sudden breakthroughs of viruses, trojans, worms and other malicious codes potentially 
carried by incoming email. 
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Before being processed by the content extractor, the message is checked by the user-level 
Whitelist / Blacklist. If the sender of the message has been whitelisted, the email will go through 
the solution, whatever its contents. If the sender was blacklisted, the message will be either 
deleted, put in the user’s quarantine or tagged and sent to the user’s inbox. 
 
After these first 4 verifications, the email is ready to be processed by the Email Content 
Extractor that purifies all MIME and HTML contents that can prevent the message from being 
properly analyzed by the solution. Any non-conforming or hidden content is thus removed, and 
the message is sent as purified text with added email metrics for further analysis. 
 
If Custom Sieve Scripts have been added, the message will be filtered according to the custom 
rules before it gets to the SCA engine, thus making it possible for IT administrators to modify the 
engine’s behavior or to implement custom corporate content policies.  
 
At this point, the message has been checked outside of the corporate network, it has been made 
sure that it doesn’t carry a forbidden file format as an attachment, it is confirmed that it doesn’t 
carry viruses or other forms of harmful code and has been verified on the user’s whitelist / 
blacklist registry. 
 
Two types of email remain at this point: legitimate emails and the most advanced forms of spam. 
To sort them, the Sequential Content Analyzer will use the data and metrics defined by the 
email content extractor as well as the purified text of the email to determine whether it is spam or 
a legitimate email. Using the advanced email metrics to judge the integrity of the original 
message, it will rate the likeliness of the message structure to be spam. Then, the SCA will 
extract sequences of the text contents and proof the structure against all forms of spam patterns. 
The combined statistic likeliness of spam and result of the sequential content scanning are what 
finally discriminate the most advanced forms of spam from legitimate messages. 
 
Once a message is identified as spam, it is categorized according to its contents. Vircom 
currently classifies spam in 7 different categories: 
 

• Hoax: Chain email, scams, fraudulent offers  
 

• Adult: Pornography, sexually explicit contents 
 

• Patterns: All messages that fit a typical spam pattern: Single link, image with URL, etc. 
 

• Money: Loans, credit cards, debt consolidation, mortgages 
 

• Goods: Various products for sale 
 

• Health: Viagra and the likes, prescriptions, drug offers  
 

• Miscellaneous: All other types plus spam that potentially fits multiple categories 
 
 
At the end of this process, spam is identified and categorized. According to your settings, it is 
either deleted, put in the user’s quarantine or sent to the user’s inbox with a defined tag in the 
subject field of the message.  
 
Periodically, at your convenience, a quarantine report can be sent to end users to inform them of 
the contents of their quarantine. The one-click, easy-to-use interface of the email-based report 
allows them to release quarantined emails if desired.  
 


