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)HDWXUHV��DOO�YHUVLRQV��
0DLO�6HUYHU�
The mail server com ponent  of m odusMail allows your Windows 2000/ 2003 to receive, store and 
deliver I nternet  m ail. The users of your system  can then ret r ieve their  indiv idual em ail using 
the POP3 or I MAP4 m essaging standards. 
Dom ains, m ailboxes and m ailing lists can be created easily,  and are fur ther enhanced by 
powerful database integrat ion. I t s sim plif ied user inter face allows you to manage the int egrated 
m ail and web com ponents from  an easy- to-use adm inist rat ion console. 
 
0DLO�UHFHLSW�

x Understands Sim ple Mail Transfer Protocol (SMTP)  and Extended SMTP (ESMTP) . 
x I ncom ing m essage size may be rest r icted. 
x Uses eff icient  m ult it hread worker-pool t hreading m odel for  high-speed recept ion. 
x Rewrit ing of From :  addresses where appropr iate. 
x Opt ional reverse DNS lookup of host  sending m ail. 
x Abilit y to block m ail or iginat ing from  cer tain hosts. 

 
/RFDO�PDLO�

x Support s the POP3 and I MAP4 protocols. 
x Mailbox nam es can also be authent icated using RADI US. 
x Remote change password capabilit y using Eudora protocol. 
x Windows NT users can have their  own m ailboxes. 
x Other named users m ay also have m ailboxes. 
x Mailbox nam es can be stored in a database. 
x Per-m ailbox quotas rest r ict  t he size of a m ailbox. 
x Per-m ailbox expirat ion set t ings rest r ict  how long m ail is kept .  
x Support s m ult iple m ail dom ains -  e.g. sales@abc.com  and sales@xyz.com can be 

different  users. 
x Each vir t ual dom ain may have its own postm aster.  
x Can autom at ically create user m ailboxes. 
x Hook for  external processing of incom ing m essages 
x Remote m ailbox configurat ion 

 
2XW�RI�RIILFH�

x Leave a forwarding address. 
x Auto- reply m essage capabilit y. 
x Single or m ult iple replies per sender. 
x Message discard capabilit y. 

 
0DLO�URXWLQJ�

x Address alias feature allows mail re- rout ing. 
x Uses the Dom ain Nam e System  (DNS)  for  m ail rout ing. 
x Opt ional m anual rout ing table. 
x Configurable elapsed- t ime-based ret ry schedule. 
x Configurable t im e-of-day-based ret ry schedule. 
x Warning m essage if mail st ill undelivered after  a specified t im e. 
x I mm ediate mail delivery ret r ies funct ion. 

 
�
�
�
�
�
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0DLO�OLVWV�
x Support  for  regular and database m ail lists. 
x I n Windows NT, NT groups can also be m ail list s. 
x Autom at ic subscr ibe and unsubscr ibe processing. 
x Subscr ibe and unsubscr ibe can be independent ly m oderated. 
x Configurable messages prefixes and suffixes. 
x Opt ionally store list  m em bership in a text  f ile. 
x Opt ionally store list  m em bership in a database. 
x Four  different  levels of cont rol for  m essages to the list . 
x Moderat ion of m essages through Web interface. 
x Configurable opt ions for  handling error m essages from  bad addresses. 
x Flex ible m essage header processing. 
x Hooks for  external processing. 
x Autom at ic Server wide or Dom ain wide list s are possible. 

 
&RQILJXUDWLRQ�

x Configure m achines rem otely  across a LAN. 
x I mm ediate recognit ion of configurat ion changes. 
x Service start / stop cont rol. 

 
'LDOXS�6XSSRUW�

x Support  for  interm it t ent ly connected clients. 
x Support  for  interm it t ent  connect iv ity t o the I nternet . 

 
3HUIRUPDQFH�0RQLWRUV�

x I nterfaces to Perform ance Monitor . 
x Five m onitored ent it ies. 
x Total of 21 perform ance counters. 

 
/RJJLQJ�

x Log to up to three separate file types:  Text , Event  Viewer and ODBC. 
x 18 separate log sub-categor ies. 
x Log files cycled daily.  

 
,QWHJUDWLRQ�

x I ntegrates direct ly with the following mem bership/ billing system s:  Plat ypus, RODOPI , 
Em erald, EcoBuilder, Worldgroup. 

�
5HOLDELOLW\�

x Self- restart ing serv ices when running on Windows NT & 2000. 
�
323�,0$3�$XWKHQWLFDWLRQ�

x Specify expiry of I P connect ion. 
x Force ext ra validat ion of the em ail account . 
x Cache successful POP/ I MAP authent icat ions. 

�
6HFXULW\�

x Protocol f ilt er  
o Filter  m essages at  t he protocol level. 
o Block m essages based on the following header fields:  from , helo,  m ailfrom , rcpt to, 

received, subject , to, X-Advert isem ent . 
o Specify  protocol f ilt er  from  file. 
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x SMTP secur ity 
o Enable full VRFY suppor t . 
o Support s SMTP authent icat ion. 
o Force SMTP authent icat ion for  suspect  I P addresses. 
o Validate sender addresses and malform ed addresses. 

x Mail relay ing 
o Lim it  m ail relay ing to t rusted hosts or dom ains. 

x Block scan at tack 
o Lim it  t he m axim um  num ber of recipients. 
o Slowdown or block I P addresses. 
o Cache connect ions by num ber of ent r ies and lifet im e. 

x Reverse DNS lookup 
o Perform  reverse DNS lookup for the SMTP host .  
o Cache DNS lookup results. 

x Real- t im e blacklists 
o Lookup SMTP hosts in Real-Tim e Blacklist  (RBL)  hosts. 
o Adm inist rator-specified RBL hosts. 
o Exclude t rusted I P addresses from  lookup. 
o Cache RBL lookup result s. 

x Connect ion lim it s 
o Lim it  connect ions for  POP3 and I MAP4 protocols. 
o Lim it  connect ions by total num ber of connect ions to host . 
o Lim it  connect ions by sim ultaneous connect ions from  single I P. 

x Mail connect ions 
o Reject  POP3 or I MAP4 connect ions from  specified I P. 
o Reject  all incom ing mail from  specif ied hosts or I P addresses. 

x Whitelists 
o Adm inist rator-specified list  of I P addresses autom at ically  bypass Block scan at tack 

filt er ,  reverse DNS lookup and RBL lookup. 
 

$GPLQLVWUDWLRQ�FRQVROH�
The ModusMail adm inist rat ion console is where all elem ents com e together . The adm inist rat ion 
console was designed for flex ibilit y and ease of use, and is organized in a coherent  m anner to 
assist  with both day- to-day operat ions and in-depth system configurat ion. 
�
$GPLQLVWUDWLRQ�FRQVROH�±�DOO�YHUVLRQV�

x “Find”  feature allows system -wide user search. 
x Propert ies regrouped for easy day- to-day adm inist rat ion. 
x I ntuit ive delegat ion of param eters by system , dom ain or user. 

 
$GPLQLVWUDWLRQ�FRQVROH�±�$6��$9�	�$69�YHUVLRQV�

x Flex ible quarant ine int erface for  easy m anagem ent . 
x I ntegrated m ail server, at tachm ent , ant i- spam  and ant i- v irus adm inist rat ion tools, 

where applicable. 
x Web-based adm inist rat ion – all versions 
x Web-based adm inist rat ion tools. 
x I nterfaces direct ly w ith WebMail. 
x End users can adm inister t heir  own param eters, if wanted. 
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Figure 1:  The administ rat ion console, modus ASV 

�
�

$XWKRULW\�'HOHJDWLRQ�
 
0XOWL�OHYHO�3UHIHUHQFHV�
For opt im al f lex ibilit y, m odusMail allows certain set t ings to be specified at  three different  
levels:  system-wide, per dom ain or per user. These set t ings are called 3UHIHUHQFHV, which can 
always be delegated.  
There are three levels at  which preferences can be set :  

1. 6HUYHU�OHYHO��affects all dom ains and users on the server. I f you configure server- level 
set t ings and do not  m ake any overr ides, all users in all dom ains will inher it  t hese 
preferences. 

2. 'RPDLQ�OHYHO��affects all users in a specif ied dom ain. When you configure dom ain- level 
set t ings, t hey overr ide the server preferences, and will apply to all users in that  domain. 

3. 8VHU�OHYHO��affects only the user. When you set  a user- level preference, it  will overr ide 
the domain and server set t ings. 

 

$XWKRULW\ 'HOHJDWLRQ$XWKRULW\ 'HOHJDWLRQ
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Figure 2:  Delegat ion in modusMail 
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0XOWL�OHYHO�'HOHJDWLRQ�
One powerful feat ure of m odusMail 3.x is the abilit y to delegate all user- level and domain- level 
set t ings through a web adm inist rat ion console. All preferences can be delegated to eit her a 
dom ain adm inist rator or  to users. 
 
There are three ways to do this within the adm inist rat ion console:  

1. 6\VWHP�ZLGH�VHWWLQJV��You can delegate som e preferences to all users on your 
system , regardless of their  dom ain.  

2. 'RPDLQ�VHWWLQJ� You can specify what  preferences to delegate to all users within a 
specific dom ain. 

3. 8VHUV�DGPLQLVWUDWLQJ�GRPDLQV� Finally,  you can grant  adm inist rat ion pr ivileges to 
certain users, allowing them  to set  specif ic preferences for  all users within their  dom ain, 
or  for  all domains in your system . 

 
0XOWL�OHYHO�5HPRWH�6HWWLQJV�
There are two different  web- interfaces provided to change user / dom ain set t ings:  

1. :HE$GPLQ� Web interface given to domain adm inist rators to m anage their  users and 
dom ains. 

2. :HE0DLO� Web interface that  prov ides users with access to their  POP/ I MAP m ailboxes 
from  a web browser. WebMail has m any advanced funct ions including folder support , 
spell checking, access to external POP accounts, as well as built - in access to m ailbox 
preferences and set t ings. 
 

�243 506�798(:�;�<>=?= @BADCBEF8HG�=�I48H=?=J3 G�5KIL3 GNM,8HOKP!@K3 Q
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$QWL�6SDP�	�6LHYH�)LOWHULQJ��$6�	�$69�YHUVLRQV�
 
ModusMail AS and ASV versions include powerful and flex ible ant i-Spam  tools that  protect  your 
system from abuse from  unsolicited bulk em ail. These system s are 100%  configurable to 
provide you the exact  level of protect ion you need. 
 
$WWDFKPHQW�EORFNLQJ�(also available in the AV version)  

x Explicit ly block at tachm ents by filenam e or extension. 
x Use of wildcards in at tachm ent  blocking. 
x Abilit y to send not if icat ion messages to both sender and recipient  regarding potent ially  

harm ful content . 
 
:KLWHOLVWV�

x Ensure that  m ail from  specific domains and em ail addresses will always get  t hrough. 
x Configurable at  the server, dom ain and user levels. 

 
%ODFNOLVWV�

x Block m ail from  specific domains and em ail addresses. 
x Configurable at  the server, dom ain and user levels. 

 
6HTXHQWLDO�&RQWHQW�$QDO\]HU�

x Perform s advanced m et r ics analysis on m essage content . 
x Determ ines whether m essage content  is “ good”  or spam . 
x Filters and processes m essages according to your specificat ions, e.g. quarant ine, delete 

or t ag and deliver spam  m essages. 
x Autom at ic updates of f ilter  engine. 

 
6LHYH�ILOWHUV1�

x Enable Sieve f ilt er ing by system , dom ain or user. 
x Create m ult iple com plementary scr ipts. 
x Cascade scr ipts for  maxim um flex ibilit y. 
x Sieve com piler  ver if ies syntax of scr ipt . 
x Color-coded scr ipt  syntax for  easy creat ion and m odificat ion. 
x Support s regular expression ( regex)  and body pur if icat ion extensions 

 
4XDUDQWLQH�

x Quarant ine interface integrated into adm inist rat ion console. 
x Adm inist rator-defined quotas for  quarant ine. 
x Secure m ail opening interface. 
x Opt ion to delete spam  and m essages containing forbidden at tachm ents. 
x Opt ion to release messages to dest inat ion. 
x Quarant ine reports for  end user m anagem ent  of contents. 

 
0RQLWRULQJ�

x Top-10 dom ains/ users that  received/ sent  spam s. 
 

                                                 
1  I n addit ion to these t ools, ModusMail- AS and ASV offer you the full power of t he Sieve f ilter ing language, allowing 

you to build t ruly versat ile custom spam filter ing scr ipts. Sieve is a proposed standard for an I nternet  mail f ilter ing 
scr ipt ing language. I t  can be used in a wide range of applicat ions, and is part icular ly useful in defining spam filter ing 
rules.  
Sieve is defined under  RFC 3028.  For more informat ion on Sieve, visit  the following sites:  

o ht tp: / / www.cyrusoft .com/ sieve 
o ht tp: / / www. iet f.org/ r fc/ r fc3028. txt  
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$QWL�YLUXV��0RGXV0DLO�$9�	�$69�YHUVLRQV�
 
Both ModusMail-AV & ASV include a powerful,  built - in ant i- v irus engine. This engine is 
integrated to the core of the I nternet  m ail server for  opt im al perform ance and reliabilit y. 
 
$QWL�YLUXV�VFDQ�HQJLQH�

x Award-w inning 3rd-part y ant i- v irus engine. 
o Catches all known viruses, as defined in Norm an’s or McAfee’s v irus definit ion files, 

including all known Bagle ( .zip password-protected)  viruses. 
o I ncludes Norm an’s ant i- virus ’Sandbox’ technology2 

x Scan inbound and outbound m essages. 
x Scan m essages when set  as a relay. 
x Specify ant i- v irus scanning by system , dom ain or user  levels. 

�
$XWR�XSGDWHV�

x Download auto-updates direct ly from  Vircom  website. 
x Download frequency is adjustable. 
x Opt ion to accept  high-pr ior it y updates and bypass QA tests. 
x Opt ion to use HTTP-S to download updates. 

�
1RWLILFDWLRQV�

x Opt ion to not ify  adm inist rator-specified m ailbox. 
x Opt ion to not ify  sender and recipient  of detected virus. 
x Adm inist rator-specified alert  m essages. 
x Plain t ext  or  HTML not if icat ions. 
x Specify aler t  from adm inist rator-defined file.  

�
3HUIRUPDQFH�

x Cache last  posit ive ant i- virus ident if icat ions. 
x Specify size and t im e lim it  of cache retent ion. 
x Opt ion to bypass large at tachm ents. 

�
9LUXV�KDQGOLQJ�

x Opt ion to delete the infected file or m ove to quarant ine. 
x New opt ion to change the scanning order between Forbidden At tachm ent s and Ant i-

Virus. 
�
4XDUDQWLQH�

x Quarant ine interface integrated into adm inist rat ion console. 
x Adm inist rator-defined quotas for  quarant ine. 
x Secure m ail opening interface. 
x Opt ion to delete infect ed files. 
x Opt ion to release virus to dest inat ion. 
x Quarant ine reports for  end user m anagem ent  of contents. 

 
0RQLWRULQJ�

x Top-10 dom ains/ users that  received/ sent  v iruses. 
x Top-10 viruses. 

                                                 
2 For the SandBox technology, please refer t o :  
 ht tp: / / www.norman.com/ News/ Press_releases/ 11429/ en 

ht tp: / / www.norman.com/ Virus/ 13927/ en 
 


