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3ROLF\�0DQDJHPHQW�
 
Although they can vary widely in nature and degree, corporate policies exist  to ensure a 
host ile- free, professional work environm ent . Modus™ helps enforce your em ail 
com m unicat ions policies, protect  your reputat ion and garner em ployee t rust  by analyzing 
em ail for  personal health inform at ion, abusive and inappropriate content , proprietary 
inform at ion and forbidden at tachm ents. 
 
Through Vircom ’s Sieve im plem entat ion and other built - in set t ings, Modus’ policy 
m anagem ent  allows:  

x Managem ent  of File At tachm ents 
x Policy enforcem ents 

o Proprietary inform at ion 
o I nappropriate content  
o Required Encrypt ion 

x eMail Flow Managem ent  
o Com m unicat ion cont rol 
o eMail redirect ion 

x Content -based archiving 
 
The following paragraphs will describe how several of these m anagem ent  policies could 
be im plem ented. Exam ples are given to increase com prehension. 

0DQDJHPHQW�RI�)LOH�$WWDFKPHQWV�
)RUELGGHQ�$WWDFKPHQW�2SWLRQ�
The forbidden at tachm ents feature of ModusGate allows you to block at tachm ent  by 
nam e or type, prevent ing new types of viruses or unwanted content  to enter your 
system .  
Through this, you can build a list  of at tachm ents that  will be autom at ically blocked by 
ModusGate. For instance, you m ay elect  to autom at ically block .VBS files, typically 
carriers of viruses likely to infect  users. 
There are three levels of blocking for at tachm ents in ModusGate:  

x Norm al,  
x St rong, 
x Ext rem e. 

Would one m ailbox be set  at  the “St rong”  level,  the m odusGate will block all the 
at tachm ents listed in the “Norm al”  and “St rong”  lists. Only the at tachm ents listed within 
the “Ext rem e”  list  will go through. So basically, the usual at tachm ents ( like DOC files)  will 
be listed in “Ext rem e” . 
The level of scanning for forbidden at tachm ents can be adjusted at  system , dom ain and 
user level, and can be delegated to users or dom ain administ rators. 
 
The system  also allows “Fingerprint ing” . Fingerprint ing is a m ethod by which the real 
at tachm ent  type of a specified file is detected. This prevents files from  being sent  
through the engine being renam ed. For instance, if Fingerprint ing is enabled and MPG 
files are listed as forbidden at tachm ents, the at tachm ent  scanner will block all MPG files, 
even if one is renam ed SUSPICI OUS_FILE.TXT. 
�
Another opt ion enables the at tachm ent  scanner to intercept  all m essages exceeding a 
specified size. 



 

 

�
6SHFLILF�$WWDFKPHQW�5XOHV�
Through Sieve script ing, the m odusGate can fine tuned the at tachm ent  policy to m ore 
specific condit ions.  
 
Exam ple 
System  Adm inist rators often protect  m ail servers after a Virus alert  has been received 
from  AV vendors and no solut ion has been found yet . 
For instance let ’s say that  the virus spreads in em ails that  have the following 
characterist ics:  

7LWOH�LV�³5H��<RXU�2UGHU´�RU�³$ZDLW�\RXU�R�N�´�
7KH�DWWDFKPHQW�LV�³SD\PHQWV�[OV�H[H´�RU�³UHIXQG�SGI�H[H´�
 

Then one could write the following blocking script :  
LI�KHDGHU��FRQWDLQV��VXEMHFW��>³5H��<RXU�2UGHU´��³$ZDLW�\RXU�R�N�´@��^�
����LI�DWWDFKPHQW��PDWFKHV�>�
SD\PHQWV�[OV
���
UHIXQG�SGI
�@�^���

GLVFDUG��VWRS��
���`�
`�

 

3ROLF\�(QIRUFHPHQWV�
(QVXUH�FRQILGHQWLDO�LQIRUPDWLRQ�
A com pany m ay have a need to block users from  sending at tachm ents with certain 
nam es to the outside world.  
For exam ple, docum ents containing sensit ive custom er inform at ion, financial docum ents, 
etc. .. I t  is possible to accom plish this in a Sieve script  by flagging certain at tachm ent  
nam es. 
 
Exam ple 
Let ’s assum e your own dom ain is widget .com  and that  the adm inist rator wants to block, 
say, any at tachm ent  with the word "custom er" in the filenam e ONLY if it's outbound ( i.e.:  
not  going to local dom ain) . I n other words, the adm inist rator wants to block any em ail 
sent  to a dom ain other t han "widget .com " with a specific word "custom er"  som ewhere in 
the at tachm ent  nam e. 
Then, one would write the following script :  

LI�QRW�HQYHORSH��FRQWDLQV��WR���ZLGJHW�FRP��^�
LI�DWWDFKPHQW��PDWFKHV��
FXVWRPHU
��^��

GLVFDUG��VWRS���
`�

`�
 
Cont inuing the exam ple, let ’s say m ult iple possible filenam es should also be caught . For 
exam ple, " legal"  as well... 
The following script  could then be used:  

LI�QRW�HQYHORSH��FRQWDLQV��WR���ZLGJHW�FRP��^�
LI�DWWDFKPHQW��PDWFKHV�>�
FXVWRPHU
���
OHJDO
�@�^��

GLVFDUG��VWRS���
`�

`�
 



 

 

 
Rem em ber that  the Fingerprint ing opt ion is available to m ake sure that  the Sieve scanner 
will block the confident ial file, even if one has renam ed the file GENERAL_I NFO.TXT. 
 

(QVXUH�PHVVDJHV�GR�QRW�FRQWDLQ�LQDSSURSULDWH�FRQWHQW�
As a com pany, one m ay want  to block m essages that  contain inappropriate content  ( like 
abusive language)  or confident ial content  that  can only be sent  from  and to specific 
people ( like Personal Health I nform at ion -  PHI ) .  
 
Exam ple 
Let ’s say a com pany wants to block all m essages containing sexually oriented words like 
“sex” and others. To rem ain polite, we will im agine these words being “Sex1”, “Sex2” 
and “Sex3”. Obviously we can have m ore than three words. 
The following blocking script  could then be used:  

,I�DQ\RI�
�KHDGHU��FRQWDLQV��VXEMHFW��>�VH[�����VH[�����VH[��@��
�ERG\��PDWFKHV��WH[W�>�
VH[�
����
VH[�
����
VH[�
�@�
���

^�GLVFDUG��VWRS��`�
 

(QVXUH�PHVVDJHV�DUH�HQFU\SWHG�
Within som e rest r icted research & developm ent  or hum an resource departm ents or within 
specific vert ical m arkets ( lawyers, healthcare, banking…)  t ransm ission of sensit ive 
inform at ion m ay require encrypt ion.  
One m ay want  t o ensure em ails within departm ents are encrypted, em ails between 
specific people am ongst  departm ents are encrypted or that  em ails between specific 
people in a departm ent  and external partners are encrypted. 
 
m odusGate can block em ails where header elem ents do not  m atch specific rules. For 
instance, if the encrypted m essage has a header elem ent  like:   

[�HQFU\SWLRQ��\HV�
then m odusGate could block all m essages that  would not  follow that  header 
requirem ents. 
 
Exam ple 
For instance,  let ’s say that  one wants to force j im bob and joebob to only talk to each 
other in an encrypted fashion ( their dom ain is widget .com ) , then one could write a script  
like this:  

LI�HQYHORSH��FRQWDLQV��IURP��>�MLPERE#ZLGJHW�FRP����MRHERE#ZLGJHW�FRP�@��^�
���LI�HQYHORSH��FRQWDLQV��WR��>�MLPERE#ZLGJHW�FRP����MRHERE#ZLGJHW�FRP�@��^�
������LI�QRW�KHDGHU��FRQWDLQV��[�HQFU\SWLRQ���\HV��^�
�����������UHMHFW��&RPPXQLFDWLRQ�EHWZHHQ�MLPERE�	�MRHERE�PXVW�EH�HQFU\SWHG���
�����������VWRS��
�����������`�
������`�
`�

 



 

 

�
H0DLO�)ORZ�0DQDJHPHQW�
&RPPXQLFDWLRQ�HQIRUFHPHQW�
A com pany m ay have a need to block users from  com m unicat ing am ongst  each other or  
from  com m unicat ing to the outside world (using the em ail system  just  to com m unicate 
within the com pany) . 
While there is a broad range of Blacklist  and Whitelist  set t ings available in Modus that  
could answer these requests, som e m ight  be very specific and require a Sieve script . 
 
Exam ple 
Let ’s say that  a com pany does not  want  t o have the people at  the recept ion ( from  a 
com pany called Widget )  sending em ails to the outside world. Then we could write the 
following script :  

LI�HQYHORSH��FRQWDLQV��IURP��>�UHFHSWLRQ�#ZLGJHW�FRP´��
�UHFHSWLRQ�#ZLGJHW�FRP´@��^�
���LI�QRW�HQYHORSH��FRQWDLQV��WR���ZLGJHW�FRP��^�
��������UHMHFW��([WHUQDO�FRPPXQLFDWLRQ�QRW�DOORZHG���
�����������VWRS��
���`�
`�

 

H0DLO�5HGLUHFWLRQ�
Based on som e condit ions, you can also redirect  em ails towards a specific em ail address. 
 
Exam ple 
Let ’s im agine that  a support  organizat ion wants to have all it s engineers aware of a new 
entering call whoever it  was directed to. Let ’s also im agine that  all assigned calls have a 
specific t icket  num ber m ent ioned in the t it le and that  all support  engineers are part  of 
the “support ” m ailing list . 
We could then write the following script :  

LI�HQYHORSH��FRQWDLQV��WR��>�HQJLQHHU�#ZLGJHW�FRP���HQJLQHHU�#ZLGJHW�FRP���
�HQJLQHHU�#ZLGJHW�FRP����HQJLQHHU�#ZLGJHW�FRP����HQJLQHHU�#ZLGJHW�FRP�@�^�
���LI�QRW�KHDGHU��FRQWDLQV��VXEMHFW���7LFNHW��^�
������UHGLUHFW��VXSSRUW#ZLGJHW�FRP���
�����������NHHS��
���`�
`�

 

&RQWHQW�EDVHG�$UFKLYLQJ�
Based on som e condit ions, one can also archive em ails in a specific folder.   
 
Exam ple 
The following custom  Sieve script  can be used to m ake a copy of every em ail sent  or 
received through Modus about  a part icular proj ect . I n the exam ple, the project  is 
quest ion is “Proj ect ” and relates to a specific com pany “Com pany”. The copy of the MSG 
file will be saved into a folder called "Project "  in the “Com pany” sub-directory.  
 
 
 



 

 

 
LI�DQ\RI�

�KHDGHU��PDWFKHV�>³VXEMHFW´@�>�
&XVWRPHU
���
OHJDO
�@��
�ERG\��PDWFKHV�>�WH[W�SODLQ�@�>�
&XVWRPHU
��´OHJDO
�@�
���

^�ILOHLQWR��F�??&RPSDQ\??3URMHFW���NHHS��`�
�

Note:  Be careful to m onitor the size of the " \ Com pany\ Proj ects"  folder as m essage files 
could accum ulate and fill the disk drive quickly. 
 
 

6LHYH�6FULSW�2YHUYLHZ�
Please refer to the m odusGate or m odusMail m anual for a full descript ion of the Sieve 
com m ands. 
 
 


