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a. License availabilit y check. See act ions bellow when license expired or 
license count  exceeded. 

b. Address validity check:  if the em ail address is not  valid, ModusGate returns 
an “ invalid em ail address m essage”  [ SMTP error 550:  no such user here] , 
and stops. 

c.  I f license and address are valid, the scanning process starts. 
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a. SMTP_VRFY (Recom m ended for all m ail servers except  Exchange)  

Pro’s 
•  SMTP_VRFY ident ifies the m ailbox and aliases at  validat ion. 
•  Users only get  a single quarant ine report  (whatever their aliases) . 
•  Each user enjoys a single configurat ion. 

Con’s 
•  Does require the m ailserver t o accept  SMTP VRFY calls 

o Requires m ailserver configurat ion 
o Often requires firewall configurat ion ( to only accept  SMTP 

calls from  m odusGate)  
o Worth the effort  though !  
 

b. Exchange 5.5 & 200x (Recom m ended for  Exchange environm ents)  
Pro’s 

•  Windows Exchange relies on Act ive Directory to authent icate users. 
•  Windows Exchange 200x does NOT support  SMTP VRFY, v5.5 does. 
•  This configurat ion insures a proper m ailbox count . 

Con’s 
•  Does require the Act ive Directory t o accept  calls from  m odusGate 

o Requires Act ive Directory configurat ion 
o Often requires firewall configurat ion 
o Worth the effort  though !  

 
c.  Lotus Dom ino 

Sim ilar to SMTP_VRFY 
 
d. SMTP (Only Recom m ended for  m ail servers not  support ing SMTP VRFY)  

This is a sim ple SMTP check that  validates the em ail address. 
Pro’s 

x Does not  require special act ion on the m ail server. 
Con’s 

•  Each valid e-m ail address is counted as m ailbox, including aliases. 
•  Users can have different  user-set t ings (one per address) . 
•  Users will have several WebQuarant ines (one per address) . 
•  Users will receive several Quarant ine reports ( one per address) . 
•  Frust rat ing user-experience. 

 
e.  Disabled (or stat ic)  

A license count  for  each m ailbox entered m anually in ModusGate. 



 

 

 
 

Im portant :   
x Mailing lists are counted as m ailboxes as well. (The num ber of 

m ailboxes can therefore be slight ly higher that  the actual num ber of 
users m ailboxes) . 

x Mailbox count ing can be forced depressing “Synchronize now”  in 
‘System -Propert ies-License Key’ 
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a. Exceeding the license count :  

x ModusGate allows t raffic over it s license count  with filtering, but  without  
user set t ings. 

x ModusMail lim its the num ber of m ailboxes. 
 

b. License key expirat ion:  
x Trial or tem porary license key:  the Modus software stops, all services 

stop, and Em ails are rej ected. 
x Perm anent  license key with valid support  plan:  sim ply ask a new license 

key from  Vircom . 
x Perm anent  license key with expired support  plan:  only the auto-update 

ant i- virus and ant i-SPAM system s stop, Em ails st ill get  filtered (with 
t im e its effect iveness will be significant ly reduced) . 

 
c.  Unlim ited license lim itat ions:  

Due to heavy dem ands on the regist ry:  
x No web-based adm inist rat ion tool 
x No dom ain and no user set t ings (whitelist , blacklist , alias, …)  
x I ncludes the alias, whitelist  and blacklist  opt ions at  the server level, 

under the m ain Ant i-Spam  set t ings. 
 


