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2YHUYLHZ�
 
The growing quant ity and sophist icat ion of today’s spam , viruses and other m alware present  
m any challenges for em ail com m unicat ions. While inundat ions of spam  cripple unprotected 
networks and drain valuable IT resources, other em ail-borne m enaces pose im portant  
financial and security r isks for  organizat ions and end users. 
 
I dent it y theft -com m only known as phishing-and fraud are fast  becom ing serious threats. 
More and m ore scam m ers are im personat ing reputable organizat ions or spoofing IP 
addresses, m aking vict im s of those targeted by these underhanded and illegal pract ices. 
Addit ionally, address harvest ing and denial of service (DoS)  at tacks are on the r ise and 
causing increased network instabilit y. 
 
Consequent ly, as spam  and m alware becom e m ore sophist icated, so m ust  the technology 
designed to com bat  it . But  the issue of security is not  lim ited to inbound spam  and other 
incom ing em ail. Organizat ions in part icular m ust  also m onitor and cont rol the outgoing flow 
of em ail to prevent  host ile work environm ents, inform at ion leaks and the illegal dist r ibut ion 
of t rade secrets and privacy-protected inform at ion. Addit ionally, em ail caching and failover 
set -ups are crucial for ensuring the robustness and full funct ionalit y of em ail networks. 
 
Clearly, the need has never been greater for robust  em ail technology that  addresses every 
aspect  of security. Vircom ’s Modus™ is that  technology. 
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7KUHDW�SUHYHQWLRQ�
A proact ive approach is the first  step towards secure em ail m anagem ent . By creat ing 
a rock- solid perim eter defense, Modus™ annihilates the potent ial for dam age caused 
by harm ful em ails that  otherwise would penet rate to network level. 
 
This perim eter defence protects against :  

o DoS At tacks (Packet  overflow, buffer  overflow due to bulk m essages & 
m ult iple connect ions)  

o File threats (Viruses, com pression bom bs, em ail bom bs…) 
o Harvest ing at tacks  
o Spoofing (Prevent ion via Sender’s Validat ion)  

 
What's m ore, Modus™ fort ifies em ails server by reducing the num ber of m essages 
that  require network- level t reatm ent . This am ounts to considerable savings in 
bandwidth, CPU and IT resources. 
 

H0DLO�)LOWHULQJ�
Once accepted into the network pipeline, em ails undergo an exhaust ive series of 
checks for policy m anagem ent  adhesion, spam , viruses and other m alware. 

Policy m anagem ent  
 

Although they can vary widely in nature and degree, corporate policies exist  to ensure 
a host ile- free, professional work environm ent . Modus™ helps enforce your em ail 
com m unicat ions policies, protect  your reputat ion and garner em ployee t rust  by 
analyzing em ail for personal health inform at ion, abusive and inappropriate content , 
proprietary inform at ion and forbidden at tachm ents. 
 
This policy m anagem ent  allows:  

o Managem ent  of File At tachm ents (allowing several security levels)  
o Policy enforcem ents 

� Proprietary inform at ion 
� Abusive language 
� I nappropriate content  
� Personal Health I nform at ion (PHI )  

o eMail redirect ion 
o Content -based archiving  

 

Ant i-Spam  filtering 
 

What ’s m ore, with a dedicated, auto-updated ant i- spam  engine, Modus™ delivers up-
to- the-m inute protect ion against  the latest  em ail-borne threats.  
 
Vircom ’s m ult ilayered SCA™ engine outperform s any other filtering engine in the 
indust ry and delivers an outstanding out -of- the-box accuracy of 98.2%  with no m ore 
than 0.001%  false-posit ives. Com bining predict ive and determ inist ic technologies, the 
SCA™’s unique approach of detect ing spam  pat terns within m essages instead of 
instances of spam  m akes it  a proact ive m echanism  com pared to convent ional ant i-
spam  engines. 
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7HFKQLFDO�'HVFULSWLRQ�
0XOWL�/D\HUHG�7HFKQRORJ\�2YHUYLHZ�
Vircom ’s Modus3 technology is the only layered solut ion using m ult iple filtering 
technologies to ident ify, classify and m anage spam  m essages. Figure-3 shows the 
t rajectory of an em ail com ing in from  the Internet .  
Before even arriving into your custom er’s corporate system , it  is checked by a 9- layer 
pre-protect ion that  detects the basic form s of spam  and m alform ed m essages:  

� The 3URWRFRO�ILOWHU�recognizes known header pat terns and bounces them  out  
autom at ically, without  requir ing any system  resources. 

� The 6073�6HFXULW\�autom at ically scans the sender’s inform at ion in search 
of accepted or rejected address pat terns. 

� The 0DLO�5HOD\�is a configurable I P-based authorizat ion system  that  lets you 
cont rol who can and cannot  relay em ail on your corporate server. 

� The %ORFN�6FDQ�$WWDFN�layer counts the volume of t ransact ions com ing from  
a single source and either blocks or progressively slows the e-m ail exchange 
process, thus m aking the server counter-product ive to any spam m er. 

 

9$:�;=< >?:A@ :�;
BC:7D :�EAF(:

9�G�H < IKJ
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� The 63)��6HQGHU�3URWHFWLRQ�)UDPHZRUN��layer detects whether an em ail 
is being sent  from  a legit im ate IP address and to block em ails that  are being 
sent  from  forged (or “spoofed” )  I P or dom ain addresses. 

� The 5HYHUVH�'16�/RRNXS�sends a request  to the sender ’s dom ain IP 
address before it  accepts any e-m ail. I f the I P returns a negat ive check, the 
e-m ail is bounced. 

� The 5HDO�7LPH�%ODFNOLVWV�( or  blackholes)  layer com pares the sender ’s nam e 
to different  spam m er blacklists and blocks any e-m ail processed by a 
blacklisted sender. This is an opt ional feature that  can be set  according to 
your corporate policies. 

� The &RQQHFWLRQ�/LPLW�prevents a user (an I P address)  to perform  
sim ultaneous operat ions in the server. 

� The %ORFN�&RQQHFWLRQV�layer is a configurable filter that  blocks specific IP 
addresses or dom ain nam es from  sending e-m ail. 

 
After  these first  9 checks, em ail is rejected or accepted for t reatm ent . I f it  is accepted, 
it  is checked for  )RUELGGHQ�$WWDFKPHQWV.  This features com es with an out -of- the-
box forbidden file extension list , but  can be custom ized at  the network, dom ain or user 
levels. Modus3 features a powerful inner file scanner that  goes beyond the m ere file 
extension and actually verifies the contents of t he file to m ake sure it  m atches it s 
extension. 
 
The em ail is then scanned by the Ant i-Virus engine, either from  1RUPDQ�'DWD�
'HIHQVH©  or from  0F$IHH© . The ant i- virus layer is autom at ically updated, 24/ 7, 
ensuring an opt im al protect ion against  sudden breakthroughs of viruses, t rojans, 
worm s and other m alicious codes potent ially carried by incom ing em ail. 
 
Before being processed by the content  ext ractor, the m essage is checked by the user-
level :KLWHOLVW���%ODFNOLVW.  I f  the sender of the m essage has been whitelisted, the 
em ail will go through the solut ion, whatever it s contents. I f the sender was blacklisted, 
the m essage will be either deleted, put  in the user ’s quarant ine or tagged and sent  t o 
the user’s inbox. 
 
After  these first  4 verificat ions, the em ail is ready to be processed by the (PDLO�
&RQWHQW�([WUDFWRU�that  purifies all MIME and HTML contents that  can prevent  the 
m essage from  being properly analyzed by the solut ion. Any non-conform ing or hidden 
content  is thus rem oved, and the m essage is sent  as purified text  with added em ail 
m et rics for further analysis. 
 
I f &XVWRP�6LHYH�6FULSWV�have been added, the m essage will be filtered according to 
the custom  rules before it  gets to the SCA engine, thus m aking it  possible for I T 
adm inist rators t o m odify the engine’s behavior or t o im plem ent  custom  corporate 
content  policies. 
 
At  this point , the m essage has been checked outside of the corporate network, it  has 
been m ade sure that  it  doesn’t  carry a forbidden file form at  as an at tachm ent , it  is 
confirm ed that  it  doesn’t  carry viruses or other form s of harm ful code and has been 
verified on the user’s whitelist  /  blacklist  regist ry. Two t ypes of em ail rem ain at  this 
point :  legit im ate em ails and the m ost  advanced form s of spam . 
 
To sort  them , the 6HTXHQWLDO�&RQWHQW�$QDO\]HU�will use the data and m et rics 
defined by the em ail content  ext ractor as well as the purified text  of the em ail to 
determ ine whether it  is spam  or a legit im ate em ail. Using the advanced em ail m et rics 
to j udge the integrity of the original m essage, it  will rate the likeliness of the m essage 
st ructure to be spam . Then, the SCA will ext ract  sequences of the text  contents and 
proof the st ructure against  all form s of spam  pat terns. 
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The com bined stat ist ic likeliness of spam  and result  of the sequent ial content  scanning 
are what  finally discrim inate the m ost  advanced form s of spam  from  legit im ate 
m essages. 
 
Once a m essage is ident ified as spam , it  is categorized according to it s contents. 
Vircom  current ly classifies spam  in 8 different  categories:  

� Hoax:  Chain em ail, scam s, fraudulent  offers 
� Adult :  Pornography, sexually explicit  contents 
� Pat terns:  All m essages that  fit  a typical spam  pat tern:  Single link, im age with 

URL, etc. 
� Money:  Loans, credit  cards, debt  consolidat ion, m ortgages 
� Goods:  Various products for sale 
� Health:  Viagra and the likes, prescript ions, drug offers 
� Custom :  Spam  caught  through custom  Sieve filtering 
� Miscellaneous:  All other types plus spam  that  potent ially fit s m ult iple 

categories. 
 
At  the end of this process, spam  is ident ified and categorized. According to your 
set t ings, it  is either:  deleted, put  in the user ’s quarant ine or sent  to the user’s inbox 
with a defined tag in the subject  field of the m essage. 
Periodically, at  your convenience, a quarant ine report  can be sent  to end users to 
inform  them  of the contents of their quarant ine. The one-click, easy- to-use interface 
of the em ail-based report  allows them  to release quarant ined em ails if desired. 
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7KH�3DFNDJHV�
 
After  years of research and developm ent , Vircom  has developed a em ail infrast ructure 
solut ion that  capitalizes on the best  of script , heurist ic and stat ist ic technologies to 
efficient ly and reliably intercept  and classify undesirable em ail without  interfering with the 
norm al flow of legit im ate m essages. 
 

6RIWZDUH�3DFNDJHV��
The software solut ions provided by Vircom  are split  within two m ain categories:  

� m odusMail ( fam ily of secure m ail servers)  
� m odusGate ( fam ily of secure gateways)  

 
Each fam ily contains 4 different  packages with different  security levels.  

 
They are described in the following table:  
 

b[c�d0e�f�chgjilk[m n�o�c[f�p�c[f b[cqd�e[fKcsr
k�t6cquvk0w

Both solut ions are offered
with various service packages:

/:  Software package

$6:  Software package +  SCA™ ant i-spam update service

$691:  Software package +  SCA™ ant i-spam update service
+  24/ 7 Ant i-v irus update service from
Norm an© Data Defense

$690:  Software package +  SCA™ ant i-spam update service
+  24/ 7 Ant i-v irus update service from McAfee

Complete e-mail server software Protects ANY e-mail server on ANY network

 ��� ������� �����
x � ��'  $�zy #\%  ${ 1)8�,���� � ��#7#7,��C� /��|#  . �C1]�  /�# a
 
 

PRGXV$SSOLDQFH�
The power of m odusGate is also integrated within a Dell-based appliance.  
 

 

 
 

Model CPU RAM HD Notes

Corporate
(< 2000 users)

ModusAppliance20 series 2.8GHz P4 512M
Dual 36GB 
15K SCSI

Rackmount  1U, Mirrored 
HD  

 ��� ������� �~}j�
x � ��'  $�zy #
�j���0. � ,C/0'7� � ��#7#7,��C� /��|#  . �C1]�  /�# a
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.H\�SURGXFW�VHUYLFH�VWUHQJWKV�
&DWFK�UDWH�SHUIRUPDQFH�	�IDOVH�SRVLWLYH�SURWHFWLRQ�
Stat ist ic technologies (such as heurist ic m ethods)  all const itute react ive m ethods to 
fight ing spam . They are quite good in blocking variat ions of exist ing spam  techniques. 
However, they are stat ic and unable to adapt  as quickly as the spam m ers do, and 
invariably fail to counter the latest  spam m er’s tact ics. Furtherm ore they will m ost  
likely have catast rophic results on false posit ives. 
 
Determ inist ic m ethods ( such as keyword filters)  rely on hum ans and their j udgm ent  t o 
constant ly create new building blocks to update the ant i-Spam  solut ion. Although very 
efficient  when perform ed by knowledgeable program m ers, these solut ions are 
inherent ly flawed and will inevitably lose their efficiency over t im e. As the spam  
volum e increases and generates an ever-growing need for  new updates, the num ber  
of rules, scripts or filters added to m aintain the solut ion ahead of spam m ers will slow 
the t reatm ent  process up unt il it  becom es a perform ance problem . Determ inist ic 
m ethods won’t  j ust  do it  alone anym ore.  
 
By studying the individual advantages of various technologies and ident ifying their 
weak points, Vircom  has com e out  with a solut ion that  not  only uses m ult iple 
technological layers, but  also m ult iple engines offering the efficiency of the stat ist ical 
analysis with the accuracy of the determ inist ic m ethods. Vircom  therefore has raised 
the standard of ant i-Spam  solut ions by FDWFKLQJ� ������ RI� DOO� VSDP� ZKLOH�
GHOLYHULQJ��������RI�IDOVH�SRVLWLYH�SURWHFWLRQ.  These are key results to fight  the 
user product ivit y losses!  
 

/RZHVW�7&2�
Vircom ’s solut ions have an historical presence at  xSPs running services over it s 
m essaging im plem entat ions. We know that  having the lowest  Total Cost  of Ownership 
(TCO)  is of m ajor im portance for  them . 
 
This starts with providing the highest  accuracy to avoid System  Adm inist rators t o 
constant ly t race wrongly handled e-m ails. I t  cont inues with offering a fully self-
m anaged im plem entat ion (m aking it  “ install & forget ” )  in addit ion to delegat ion 
opportunit ies (allowing end-user t o m anage their own quarant ine and/ or ant i- spam  
environm ents) . 
Here are som e of the features that  ensure a m inim al TCO:  
 
��� $FFXUDF\�

Non-accurate solut ions are not  helping the problem :  they just  am plify it . Users 
loose their t rust  in the system , and either:  

x Call system  adm inist rators to t race wrongly handled em ails (or em ails that  
were never sent )  

x Manage two m ail repositories ( the inbox delet ing rem aining spam  & the 
quarant ine looking after  legit im ate em ails) . 

 
��� 8VHU�DZDUH�

a. User-aware Quarant ine 
Som e ant i-Spam  solut ions offer scheduled quarant ine reports to each m ail-
address (or m ailbox) . Few however offer t o users an access to their personal 
quarant ine ( like Vircom ’s WebQuarant ine) . This allows:  
x users to check issues by their own (not  disturbing SysAdm in)  
x to build the t rust  (users cont rol their em ails)  
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b. User-aware WhiteList / Blacklist  
Som e solut ions allow user- level whitelist  and blacklist , but  m ost  of them  
require the SysAdm in to do the work. 
With Vircom ’ solut ions, users can easily define their personal blacklist  & 
whitelist . They can do it  as they read their Quarant ine report  ( they will be 
asked to whitelist  the sender when they release a m essage or t o blacklist  a 
sender when they delete a m essage)  or from  the WebQuarant ine. 
Both act ions ( like other user-allowed set t ings)  m ust  be authorized by the 
SysAdm in through the m odus³ ’ authority delegat ion set t ings. 

 
��� $XWRPDWHG�8VHU�'DWDEDVH�0DQDJHPHQW�

When the m odusGate receives a m essage, it  checks the validity of the dest inat ion 
em ail address. This allows him  to autom at ically build a table of valid and alias-
aware m ailboxes ( the process is called "User Pre-Authent icat ion")  
When the m ailbox is dest royed from  the m ain m ail- server, it  will also be deleted 
from  the Gate (either when that  inexistent  m ailbox will receive a m ail or with the 
daily autom at ic refresh) . 
This pre-authent icat ion allows users to be fully recognized with their m ailbox. So 
they receive only one quarant ine report  (even if they have several 
addresses/ aliases for t he sam e m ailbox)  and their user set t ings only need to be 
defined ones. 
Vircom ’s im plem entat ion autom ates this process and frees the SysAdm in from  
m anaging an addit ional user database. 
 
Sim ilarly, when users want  to connect  to the WebQuarant ine (or adm inist rators t o 
the WebAdm in)  they will use their m ail-account  address and password. Again, this 
avoids:  

x Users to rem em ber an addit ional password 
x SysAdm in to m aintain an addit ional authent icat ion DB. 

 
These features and others ( like the possible integrat ion with billing and product ivit y 
tools)  insure the Lowest  TCO to corporat ions and ISPs. 
 

6WDWLVWLFV�	�0RQLWRULQJ�
Another im portant  feature is Modus's stat ist ics m onitoring m odule, which records 
filtering behaviour at  the server, dom ain and m ailbox levels. At  any t im e, end users 
and adm inist rators can access em ail stat ist ics, which are plot ted per day, week and 
m onth. 
 
The stat ist ics m odule allows end users to consult  their personal m ailbox history, while 
adm inist rators can t rack all m essages at  the server,  dom ain or m ailbox level. Detailed 
records of all em ails scanned and stored enable system  adm inist rators t o m ake 
inform ed decisions about  network security based on docum ented t rends in spam  and 
other em ail-borne threats. 
 

&XVWRPL]DWLRQ�2SSRUWXQLW\�
Vircom ’s m odus³  t echnology has a “Custom  Sieve Filter”  layer that  m akes it  possible 
for  IT adm inist rators to m odify the engine’s behavior or t o im plem ent  custom  
corporate content  policies. 
Here are som e exam ples on where to use these custom ized filters:  

x During a new virus at tack, and before AV vendors have found ways to stop it , 
the “custom  Sieve Filters”  could allow custom ers to block all m essages based 
on the part icular form at  condit ions of the virus ( fi:  t it le contains “Re:  Your 



 Vircom Channel Development  Internal Use Only 

- 12 – 
 

order” and at tachm ent  filenam e contains “Netsky” or at tachm ent  file 
extension is “.vs* ”…) , 

x Custom er m ay want  to archive or redirect  em ails based on part icular content  
or rules, 

x Custom er m ay want  t o rest rain the sending of inappropriate content  or the 
usage of abusive language, 

x … 
 

&OXVWHUHG�&RQILJXUDWLRQ�IRU�PD[LPXP�DYDLODELOLW\�
Whether you need a high perform ance m essaging system , a scalable configurat ion, a 
redundant  setup or a failover opt ion as part  of your disaster recovery plan, 
m odusBlockade is the gateway-based security package you are looking for.  
 
Vircom ’s m odusBlockade is the clustered im plem entat ion of m odusGate to insure 
increased availabilit y and perform ance. 
 

 ��� ������� �~}j� +\��. 1]� � . ,�^��$��� " 1_��'A`C/  .  �0^  4(�$�647� �08 a
 
As shown in the above figure, a m odusBlockade scenario would im ply addit ional:  

x SMTP load-balancer (could also be done via DNS/ MX)  
x Addit ional m odusGate(s)  ( for  redundancy)  
x External database(s)  for  quarant ine & user set t ings. 

 

,QGHSHQGHQW�GHOLYHU\�
Because m essage delivery is technology- independent , Modus™ is com pat ible with any 
em ail system , whether it  is used as a server,  a gateway, com es integrated with a 
hardware appliance or is offered as a hosted service through our MSSP Partners.  

Vircom ’s software solut ions are running on Microsoft  Windows Server 2000/ 2003. Any 
engineer that  is Microsoft  cert ified should be able to install and support  the m odus³  
solut ions. For standard configurat ion, the m odus solut ions can be installed in 15 
m inutes. 

Vircom ’s m odusGate appliance is even easier to set -up. Pre- installed on a indust ry-
leader PowerEdge 750, it  j ust  requires two wires to be plugged and IP addresses to be 
set . 

I n this case, corporates will use the Vircom  solut ion hosted by one of our MSSP 
Partners across Europe (a list  can be obtained at  sales@vircom -europe.com ) . Em ails 
j ust  need to be redirected to the m odus-based MSSP em ail scanning service, oft en just  
requir ing a change of the MX records in the DNS. 
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9LUFRP�UHODWHG�'LIIHUHQWLDWRUV�
Vircom ’s eMail Background 

Spam  is a com plete m ail problem . The way spam m ers perform  scan-at tacks to harvest  
em ail addresses is a m ail problem ;  the way spam m ers send their m essages (bulk 
m essages)  is a m ail problem ;  the way spam m ers hij ack m ail servers to send their 
spam  is a m ail problem ;  the way spam  annoys and reduces product ivity of m illions of 
users is a m ail problem . 

Most  of the ant i-Spam  com panies are com ing from  a content  filtering background. But  
there is m ore required to fight  spam :  one need to assim ilate the com plete m ail 
process and it s issues. 

That  is why Vircom , a com pany that  has focused on Secure Messaging since 1997, is 
one of the best  posit ioned to offer powerful and accurate eMail scanning solut ions 
today. 

 

Product  Maturity 

Vircom  int roduced its 1st  generat ion ant i-Spam  solut ion in 1998. I t  already included 
advanced ant i- spam  tools such as filtering based on content  or headers, select ive m ail 
blocking, m ult iple real- t im e blacklists such as ORBS or MAPS, and ant i-bulk and ant i-
relay filtering. 

I n 2001, Vircom  int roduced its 2nd generat ion ant i-Spam  technology (called 
m odusSieve² )  based on the powerful Sieve technology (a standard Internet  script ing 
language -  RFC 3028 -  defined for em ail filtering) , later evolving into Autom ated 
Intelligent  Content  Filtering (AICF)  for sophist icated ant i- spam  solut ions. 

I n October 2003, aft er  years of m essaging security- focused research and developm ent , 
Vircom  launched and deployed it s 3 rd Generat ion ant i-Spam  technology (called 
m odus³ ) . I t s powerful Sequent ial Content  Analyzer (SCA)  ant i- spam  engine, 
com bining m ult iple stat ist ic & determ inist ic technologies, is capable of rem arkable 
accuracy and perform ance. The SCA outperform s single- technology solut ions by 
perform ing 98.2%  out -of- the-box spam  catch rate while offering 99.99%  false posit ive 
protect ion!  

 

Vircom ’s Support  
We will leave it  to our custom ers to com m ent  on our support :  
 

“I  have contacted Vircom 's support  ant  the experience is always good. Most  
often the answers I  am  looking for are there on the first  call. Personally, I  have 
m aintained Vircom  m ail servers for  3 years now and have had a few problem s 
here and there which can be expected with the dynam ics we deal with on the 
internet . Vircom  has always been there to help when a new problem  ar ises…” 
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“I  have contacted Vircom  Europe for  several reasons. You always expect  to have 
a good sales support , but  your m ain concerns are on the technical support .  I  
have to say that  we experienced an excellent  service on both ends. I  am  really 
happy! ...”  
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